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Abstract

Few places are such a complete example of a need for all types of security than

a community college.  Internally, students with all levels of knowledge continually

assault computers that the college must keep available and functional to serve the huge

number of students.  Some of these students are fresh from high school and are

already at a very proficient skill level.   When they are faced with an ‘Introduction to

computers’ class, they grow bored and start looking through the local network for open

computers or go out onto the internet to find the latest viruses (either intentionally or

unintentionally).  At the other end of the scale is the middle-aged worker, displaced

from industry, who has never even sat down at a computer before and who is sure to

unknowingly delete or damage something during their stay.  Outright theft of computer

equipment itself is also an ongoing problem that must be addressed.  Externally, the

community college presents a good target for hackers because of the large internet

connection and the promise of huge amounts of storage space.  The college network

can also be attractive to smart students with some skill at hacking who would love to

brag to their classmates about how easy it was to hack the college.

Overall, the community college network is a good laboratory for learning about all the

different facets of information and computer security.  It is a lightning rod for all who

would do harm weather intentionally or not, and it is a place where the need to keep the

system running is great.



Information Security in Community Colleges    3

Information Security in Community Colleges

Community colleges form the backbone of American higher education.  In

America today, over eleven and a half million people attend a community college.

(American Association of Community Colleges)  Industry closings and the dwindling

value of a high school diploma in the job market are creating record highs enrollments

with no signs of abatement.  Traditionally, universities have taught people how to ‘think’

and community colleges teach people how to ‘do’.  One of the most popular things that

people are taught to do in a community college is to use a computer.   A basic

computer literacy course is found in almost every associate degree program, in addition

to all the courses taught for continuing education and certificates.  This creates an

environment where many people of varying experience are leaning new computer skills

on computers that must stay in use for day and night classes year round.  These

computers normally have to have internet access because skills in its use are among

the most desired.  In addition to this situation is the need for instructors and

administrators to securely store information and to present a stable web presence for

the college.  Obviously this creates a great need for computer security.  If left undone or

implemented poorly, a community college can quickly come to a grinding halt.  Any

instructor can attest to the frustration of simply loosing an internet connection for a brief

period, much less the incapacitation of rebuilding after a serious security breach.  

So the community college network under continual attack from all sides.  Luckily,

there are many things that can be done.  Many vendors produce software for just this

sort of environment and good policy can help to enforce its use, but before deciding

upon what software and which policy is needed, the most significant threats must first
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be identified and addressed.  The most obvious distinction to make right off the bat is

between internal threats and external threats.  External threats are those coming in

from the internet and can be dealt with almost entirely logically through the use of

access control lists and filters of different sorts.  Internal threats include physical

concerns, such as theft and unwanted physical access to servers or equipment.

Internal logical threats such as viruses and password crackers are similar to their

external counterparts, but enjoy the speed of an internal LAN connection.  Both sides of

the war must be fought with due diligence, and some discussion is appropriate for each

in turn.

Internal security threats can be broken down into physical security and logical

security.  Addressing the physical aspect of internal network security is probably the

most straight forward method because it is mostly common sense and can even be

implanted by people who have no computer knowledge at all.  One of the biggest

problems is the theft of computers and computer equipment.  To prevent this, the most

obvious solution is to lock everything up tightly, but this is in direct contention with the

ability of students to access computers when they need to.  Southwest Tennessee

community college has implemented a system that many others have chosen, a

surveillance system.  By using a system of 105 cameras throughout its campus, the

Memphis school has seen a drastic reduction in theft as well as other crimes.

(Milestone)  This solution, though costly, is very effective.  Less expensive solutions are

policies requiring labs to be staffed by college employees whenever open and doors to

be locked when labs are closed.  In addition, network servers and equipment such as

routers and intelligent switches should be securely locked as well.  If a server or router

can be physically accessed and rebooted, it is very easy to boot to a disk or change the
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password.  To help with this problem, BIOS and boot loader passwords can be

implemented, which helps to some degree, but if ‘BIOS passwords’ is entered into

google, the top dozen links returned are for ways to bypass and crack BIOS password.

(google)  

Another large internal threat to community college’s networks is the use of peer

to peer file sharing programs such as kazaa, lime wire,  gnutella and bit torrent.

Several years ago these programs were simple to block by simply figuring out which

port they were using and then blocking that port.  The manufacturers of this type of

software quickly figured out that they could be defeated that way and changed the way

their software operated.  Today the newer releases of peer to peer software can be

stopped with simple programs that can be downloaded from the internet for linux

firewalls.  (PCQuest)  Surprisingly, one of the most popular firewalls, the Cisco PIX

does not have a way to block peer to peer programs and must rely on a boundary

router to perform this function.  (Cisco Blocking Peer to Peer)  In addition to what can

be done logically on the network, the acceptable use policy for the college’s computers

should include a statement that prohibits the installation or use of file sharing programs.

This gives the college legal grounds to deal with those who cause problems.  Products

such as ‘Deep Freeze’ made by Faronics protect the computer from undesired software

by saving an image of the hard drive in the state that is desired.  After a user has

installed software and made changes to the computer, the machine is simply rebooted

and it is restored to the saved image.   This way, even if unwanted programs are

installed, they are removed after a reboot.  

Some colleges choose to block access to inappropriate web sites.  There are

several methods of accomplishing this, including the use of access control lists, but a
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more common way of doing this is simply to modify the DNS listings for unwanted sites.

Many web sites contain links to sites that advertise or have other undesired content.  If

these sites are blocked entirely with access control lists, the browser might have to

spend time waiting for the connection to time out before giving up.  If the main DNS

server for the school has all of the unwanted sites URLs pointing to an internal web site

displaying a message saying ‘This site blocked due to undesired content’ the student’s

browser never knows the difference.  In this way, no unwanted content has been

delivered, and browsing has not been slowed.  The real trick whether using access

control lists or DNS is maintaining the list of undesired sites.  To accomplish this an

RBL (Realtime Blackhole List) must be accessed on a regular basis due to the fact that

old web sites change their IPs and new web sites are created every day.  Many of these

lists are readily available on the internet from sites such as rblcheck.sourceforge.net.  

Although much can be done at the network level to prevent viruses, a large part

of the virus battle must be fought on the host.  Several different manufacturers offer

enterprise level virus protection with site licenses for entire networks.  Generally they all

work in the same way.  As the computer boots, it updates its set of virus definitions from

a local server and performs some sort of virus check upon itself.  These products,

though expensive, are generally seen as part of the cost of doing business, and are a

part of most community college’s defense scheme.

In some instances content filtering can become a problem.  Many times a major

opponent to content filtering is the school’s media center or library.  As part of an

ongoing debate, many libraries feel that restricting access to material can impede the

research of students in some areas and some libraries protest the idea of censorship in
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principle.  In this case the college must establish a policy based upon the stand it

wishes to take on the matter and follow it accordingly.

Another area concerning internal security is the implementation of wireless

internet access.  Most colleges have implemented wireless access at least in some

parts of their campus and many now have complete coverage campuswide.  Simple

security such as WEP is easy to implement, but also easily crackable.  Stronger

methods of authentication are available such as MAC address filtering, but this

becomes an administration headache.  Some colleges have struck a happy medium by

using weak or no authentication to access the wireless network, but restricted that

network to only internet web access. (Pressley)

Not to be overlooked when addressing internal security is policy.  A good security

policy can protect the school from liability as well as from viruses and intruders.  Policy

should include acceptable use as well as define procedures to be followed in case of

intrusion or outbreak.  Good policy serves as the starting point for designing network

security and also serves as quality control to ensure that security goals are continually

being met.

External threats come in many forms: worms, Trojan horses delivered through e-

mail, and hackers scanning ports looking for vulnerabilities.  Most of these threats,

though troublesome, are well known and they are addressed reasonable simply.  Most

worms and viruses can be stopped by the correct application of access control lists, and

by turning off all unused services.  Many operating systems turn on more things than

needed upon install and should be tightened up before being given a public IP address.

For example, if a server is to be a web server, it only needs to have port 80 open
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(possibly 8080 and 443) and all other ports should be disabled from outside access or

their service turned off entirely.  When filtering by port, different ports will become

important as trends change.  Currently, some of the biggest security risks are ports

involved with file sharing (137, 138, 139) because hackers want to use a networks file

space to store movies, mp3s and more space consuming files.  Another port that has

commonly been abused is 25, which is used for e-mail.  If this port is left open, it can be

exploited and the machine turned into an open relay for mail.  Once this has been done

the computer us usually used to send huge amounts of spam and wastes a great deal

of resources.

Keeping an operating system patched is also vital to the security of a network.

For both UNIX and windows systems, vulnerabilities are continually found and the

speed at which these flaws are fixed can determine the health of the entire network.

The biggest issue associated with patches is their frequency.  To do a good job of

staying on top of security patches a network administrator must check multiple web

sites daily to see if newfound problems apply to his network.

A simple but effective measure towards security any network from outside

intruders is the use of NAT or Network Address Translation.   NAT allows an entire

network to ‘hide behind’ a single public IP address.  All internal computers are given a

private IP address according to RFC 1918.  For large schools this is very useful

because they can use the 10.x.x.x network which supports over sixteen million

addresses.  Connections are coordinated by using port numbers and all communication

outside the network is seen to be coming from the IP address of the firewall or border

router.  Since the original IP address is not known to the outside world, it provides a

measure of ‘security through obscurity’.  
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In the past several years one of the most common ways that viruses enter a

network is through e-mail.  Since it is almost impossible to hide a virus in the body of an

e-mail itself, these viruses come in the form of e-mail attachments.  Many times these

messages share a common subject line and in these cases it is simple to block e-mails

with this attribute.  More often, the e-mails have little in common to distinguish them

from legitimate traffic.  At this point, many schools have elected to block e-mails with

certain types of attachments.  Since the most obvious offenders are .exe, .com, .scr

and .bin files, these are commonly blocked.  Another measure to help combat this is to

make sure that all mail readers are not set to automatically open attachments for known

file types.  

Surprisingly, when asked what the greatest security threat to his community

college was, one college network administrator said ‘spyware’.  He further said that

many of the college network administrators in the same state (North Carolina) were

having similar problems with spyware.  Although seldom overtly malicious, spyware

causes computer instability, wastes bandwidth, and can be a security hole.  Spyware

can also be harder to detect than viruses and so can waste more time being diagnosed.

Attacking spyware has proven to a difficult issue because it requires an enterprise level

piece of software which is expensive and might not be mature at this time.  One

effective step has been the implementation of blackhole lists and DNS redirecting away

from sites known to use spyware. (Pressley)

Finally, falling into both internal and external categories, is the logical placement

of servers within the network.  Placing servers such as web servers on the internal

network poses a security risk.  Placing them outside the network also has its

impracticalities.  One good solution is to create a DMZ (taken from DeMilitarized Zone).
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This is a subnet that is administered by the local administrator, but is not on the same

internal network as the rest of the hosts.  If a server in this subnet is compromised, the

entire network is not at risk.  

Overall, security of a community college’s network is a busy job that requires

much consideration and continual vigilance.  Few community colleges are large enough

to have a management structure that includes a dedicated CIO or CISO.  These

functions generally must be performed by an overtaxed network administrator and

whatever small staff he is allotted.  This arena like no other is a wonderful learning

ground about security because it is a microcosm of almost all network security issues.
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