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INTRODUCTION 
 

Wireless technology has reached critical 
mass. With 802.11 based networks 
permeating through the air of most 
towns and cities across the globe, those 
in charge of securing wireless networks 
are under increasing pressure to buy 
‘silver bullet’ solutions to mitigate 
wireless security risks. Whilst vendors 
are more than keen to sell us little black 
boxes of wireless security, are they 
effective countermeasures, or simply 
solutions in search of a problem? 
 
WiFi or 802.11 as its technically known is now the network 
connection of choice for many new businesses. Older 
businesses with established wired infrastructures are still facing 
the same challenges as they did a couple of years ago: 
implement wireless networks safely, securely and effectively. 
Sadly, war drives from enthusiastic security vendors continue to 
feature in industry media informing us that organisations 
worldwide fail to meet even basic wireless security 
requirements. In the meantime, vendors feed us a diet of fear, 
uncertainty and doubt in order to sell over-hyped, overpriced 
‘solutions’. Securing your wireless network needn’t be expensive 
in terms of both cost and day-to-day administration, as Steve 
Lord reveals. 
 
A HISTORY OF WIRELESS (IN)SECURITY 
 
802.11-based networks have been around since the late 90s, 
but have undergone a number of revisions. Most wireless 
systems are designed to offer three levels of security; None, 
WEP (or Wired Equivalent Privacy) and WPA (Wi-Fi Protected 
Access). The initial security specification for 802.11 networks 
was WEP. With a significant performance overhead, reducing 
range, speed and access point capacity it’s not surprising that it 
wasn’t very popular amongst 802.11b users, who saw their 
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maximum bandwidth drop from 11 mbits/sec to an average of 7 
mbits/sec, whilst those further away saw a drop from 
2mbits/sec to less than 1mbit/sec – slower than today’s 
broadband speeds. The faster, more useful 802.11g with its 
54mbit/sec capacity is much more suited to WEP from a 
functionality perspective, but WEP isn’t just susceptible to 
performance issues. 
 
WHEN CRYPTO GOES BAD 
 
WEP comes in two flavours, 64 and 128-bit. In WEP, a 
cryptographic algorithm called RC4 is used to encrypt each 
packet. RC4 uses a 24-bit Initialisation Vector (IV) and a 40 or 
104-bit key set by the access point, hence the term 64 and 128-
bit cryptography.  
 
RC4 is a type of algorithm known as a stream cipher. A stream 
cipher works by taking a short key and expanding it into an 
infinitely long stream of pseudo-random data, known as a 
keystream. This keystream is then used to encrypt the data 
using a very simple function called an XOR[1], or exclusive OR 
as shown below. 
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As can be seen above, anyone with knowledge of two elements 
of the above diagram can recover the third. For example, an 
XOR of the cipher text (C1) with the keystream (X2) will provide 
the user data. There are also other implications with this 
method. 
 

• If an attacker receives two cipher texts encrypted with 
the same keystream, they can retrieve the XOR of the 
two corresponding pieces of user data. The user data 
can then be recovered through statistical analysis. 

• There is no method of verifying data integrity. 
 
To avoid using the same cipher stream twice, WEP uses a 24-
bit Initialisation Vector (IV) to augment the 40 or 104-bit key 
set by the access point, hence the usage of terms like 64 and 
128-bit cryptography on vendor marketing material. The IV is 
sent in clear text with each packet, instantly weakening the 
cryptography by 24 bits and bringing low-grade WEP (40-bits) 
into the realms of direct brute force attacks. Strangely vendors 
neglect to mention this on their marketing material. 
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A number of cryptographic attacks are possible, most based on 
the weak IV system. The IV is transmitted with each packet in 
clear text, revealing 24 bits of the key and reducing the 
effectiveness of the encryption to 40 and 104-bit. Whilst 104-bit 
encryption is still strong enough to withstand most forms of 
direct cryptographic attack, a brute force attack on 40-bit 
cryptography is trivial even using technology from several years 
ago. 
 
To make matters worse, 24-bits is far too short for an effective 
IV. Our research has shown that a busy 802.11b based access 
point running at full capacity (11Mbits/sec) will use the full 24-
bit IV space within 5 hours, or approximately 48 Gigabytes of 
data has been transferred. With 802.11g running at 54Mbits/sec 
the IV space is exhausted within an hour. This may seem like a 
large amount of traffic to require, but with broadcasts from 
windows networks, ARP traffic and DNS lookups, this volume of 
data is produced fairly quickly. The small IV size means that the 
key stream used to encrypt the data is guaranteed to be 
reused. As discussed earlier, if an attacker recovers two packets 
using the same keystream, the plain text can be recovered via 
statistical analysis. 
 
In order to verify the integrity of the traffic, WEP uses an 
Integrity Check (IC) field in the 802.11 frame. This is part of 
the encrypted payload, but is fundamentally flawed. The check 
used is a linear CRC-32 checksum. The implementation in WEP 
has subtle flaws that allow an attacker to modify the CRC-32 
checksum after modifying the encrypted data, making the IC 
scheme largely redundant. 
 
WEP also fails to provide protection against replay attacks. By 
choosing packets carefully (for example ARP requests), an 
attacker could generate the traffic they need to capture enough 
data to crack the WEP key. A recently released tool called 
chopchop[2] uses replay attacks to decrypt individual packets. 
This is possible regardless of the key used, whether or not it 
changes or if a separate one is used for each user. The average 
chopchop run takes about 90 seconds. 
 
To make matters worse, a number of further issues in the way 
WEP is handled allow attackers to insert packets into WEP 
enabled traffic. Tools such as WEPWedgie[3] exploit a flaw in 
the shared authentication mechanism used on access points to 
inject arbitrary packets onto a WEP encrypted WLAN. Of course, 
it’s unlikely that this information was included in your access 
point’s manual. 
 
WPA TO THE RESCUE? 
 
WiFi Protected Access (WPA) is the successor to WEP and 
resolves most of the problems WEP introduced. WPA is 
supported in all versions of Microsoft Windows from XP SP1 
upwards (and limited support is available for Windows 2000 
with a third-party tool), later versions of the Linux Kernel (with 
some third-party software), Mac OSX Panther (10.3) or upwards 
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and FreeBSD 6. However, it is not without faults. 
 
If an attacker sends two unauthorised packets within a second, 
a WPA-enabled access point will believe it’s under attack. In this 
case, the access point deletes keys, disassociates (i.e. 
disconnects) all connected users and waits for 1 minute before 
re-associating. This feature, affectionately known as ‘Michael’ 
was designed as a security countermeasure. 
 
Another attack affects those using a Pre-Shared Key (PSK), 
often used in home environments or those without a full 802.1x 
infrastructure. As with WEP, users use pass phrases for the PSK 
ranging from 8 to 63 bytes in length. As with WEP, many access 
point vendors only allow a single PSK to be used. It is possible 
to compromise the confidentiality of the PSK by capturing and 
analysing the 4 way handshake used in the association process. 
If the attacker misses the packets, they can send a request for 
the victim’s wireless device to disassociate and watch it duly do 
so, then try again when it re-associates. A variant on this theme 
involves capturing the encrypted forms of this authentication 
process and using an offline dictionary attack to brute-force the 
PSK. This is surprisingly practical as the PSK is often a real 
world, or contains only alphanumeric characters. 
 
The other form of WPA, WPA Enterprise, uses 802.1x along 
with Extensible Authentication Protocol (EAP) to pass 
authentication off to another source, normally a RADIUS server. 
As there’s no PSK it’s currently only vulnerable to the Denial of 
Service attack that affects WPA in general and is recommended 
as a suitable solution. However, implementing a full 802.1x 
infrastructure allegedly requires buying expensive equipment 
and software from vendors, although as we discuss later on, 
this isn’t really the case. 
 
OTHER ISSUES 
 
Other issues affect 802.11 in general. These are usually trivial 
to resolve, but for some reason continue to affect default 
configurations of access points. 
 
Access Points broadcast their name (known as an SSID) if a 
broadcast “probe request” packet is received by the access 
point. This can be disabled on most systems and is 
recommended. The popular Windows war driving tool 
Netstumbler[4] uses this noisy method to identify access points. 
 
Another security function provided by many access points is 
MAC-based filtering. Each wireless card has a unique address 
known as a MAC address. access points provide functionality 
that allows people to restrict access to wireless networks based 
upon this address. Most wireless network card drivers provide 
functionality to change the MAC address, so all an attacker has 
to do is sniff active traffic to obtain a valid MAC, kick the 
existing user off (or wait until they leave) and associate with 
the access point using their MAC address. Despite this, 
detecting whether or not MAC address filtering is in use is 
something that the casual attacker is likely to detect and in 
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many cases will act as a suitable deterrent. 
 
(Y)OUR SOLUTION 
 
Our solution is so simple yet efficient in terms of minimising 
cost and administrative overhead that quite frankly, it scares 
wireless security vendors: Integrate your WLAN into your 
network, treating it as any other form of remote or non 
trusted/semi-trusted source. If you already have the 
infrastructure for trusted users to enter your network through a 
non trusted network then you already have the solution for 
802.11. 
 
Over the next few paragraphs, we’ll go through some typical 
scenarios. In each case, the cost of implementation was zero as 
existing or free software and hardware was used. When time to 
implement is factored in, the cost was minimal and significantly 
less than many of the vendor offerings currently available to 
‘secure your wireless network’. 
 
SCENARIO 1: INFRASTRUCTURE WITH VPN 
 
In this scenario, an existing enterprise infrastructure is already 
in place. Laptop users use remote connectivity solutions such as 
iPass or NetRoamer to gain access to the Internet from 
anywhere in the world, and a VPN client to connect to internal 
services. A conceptual view of the company network is shown 
below. 
 

Internet

Internet Firewall

Payroll System

802.11
Access Point

VPN Gateway

File Server Intranet

Internal Network

Network
Management

System  
 
In the example above, Wireless users associate with the 802.11 
access point. The firewall contains a rule only allowing traffic 
from the 802.11 interface to the VPN gateway. Users then 
authenticate to the VPN in the same way as they would if using 
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a public hotspot. To the end user the process is completely 
transparent. There is no specific need to run WEP or WPA as 
long as the only directly accessible device is the VPN gateway 
because all traffic to and from the target network will be 
protected by the VPN. All laptops should be fitted with personal 
firewalls configured to report to the Network Management 
System, which provides sufficient warning of wireless attack, 
reducing the need for a Wireless-specific IDS/IPS. Should a full 
IPS node be required, this can either be placed between the 
Firewall and access point or directly on the WLAN depending 
upon requirements. Not all infrastructures use VPNs. Those who 
don’t may wish to use other gateway systems accessible to 
them, such as reverse proxies. As long as the authentication is 
performed at the gateway, the solution should be able to fit in 
with your existing network management framework with 
minimal administrative overhead. 
 
SCENARIO 2: NO REMOTE ACCESS? NO 
PROBLEM 
 
Not everyone has a network like the one above – indeed not 
everyone has remote access capabilities. For those that don’t 
there are two options – implement one, or don’t. 
 
As discussed earlier, there are two forms of WPA, WPA-PSK and 
WPA-Enterprise. WPA-Enterprise uses a RADIUS server to 
authenticate users to the WLAN. For this scenario the corporate 
network resembles the one shown below. 
 

Internet

Internet Firewall
802.11 Access Point

Authentication
Server (e.g AD, LDAP)

RADIUS
(or IAS) Server

Internal Network

 
 
In this example, the corporate network is that of a very small 
business or remote office. The access point is configured to use 
WPA-Enterprise, but of course a RADIUS server is required. For 
Windows 2000/2003 server users, the Internet Authentication 
Service (supplied with Windows Server) and Certificate 
Authority function perfectly as RADIUS and Certificate servers, 
enabling users to use their Active Directory logons to connect to 
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a wireless network. 
 
For non-Windows users (such as those using an LDAP server for 
authentication) then free RADIUS servers like OpenRadius[5] 
and FreeRadius[6] provide authentication with hooks into 
everything from LDAP to Databases and Unix password files. 
These tie into Certificate Authorities managed via OpenSSL. 
 
In this situation only the access point needs to be able to 
communicate with the authentication server. Unless there is a 
specific requirement for end users to communicate with it 
directly, it is advised that the users are blocked from direct 
access to the RADIUS server via the Firewall. Restricting access 
to required hosts on required ports via the firewall is strongly 
recommended, as any authenticated user would otherwise have 
full access to the internal LAN. 
 
GETTING A WIRELESS POLICEMAN ON EVERY E-
CORNER 
 
Of course, one thing we haven’t touched upon here is 
WIDS/WIPS (Wireless Intrusion Detection/Prevention Systems). 
Many vendors, particularly IDS/IPS vendors will tell you how 
vital it is that you deploy a wireless intrusion 
detection/prevention system to counter the threat of rogue 
access points. In order to address this, we’ve found that using 
an old laptop with a copy of the Auditor Security Collection[7] 
running kismet[8] is just as effective. For larger sites, kismet 
can be configured to work in a distributed manner, provides 
wireless-specific IDS functionality and can forward wireless 
traffic to a more powerful dedicated IDS/IPS system. It took us 
less than an hour to get a four drone monitoring network up, 
running and hooked into our IDS system. 
 
If all this seems rather complex, an alternative is to deploy 
host-based intrusion detection on the laptops. Many personal 
IDS/IPS products exist for desktop systems – these are 
perfectly suitable for most wireless devices and are usually 
capable of centralised reporting, although this may be at an 
extra cost. Whilst this won’t detect certain wireless specific 
issues, it’ll certainly tell you if someone’s trying to attack your 
own wireless devices, as long as they can communicate back to 
the data collector on the IDS/IPS control centre. 
 
THE BENEFITS OF (Y)OUR EXISTING SOLUTION 
 
Following this approach has a number of apparent benefits. 
Firstly, by offloading authentication to another existing 
authentication service (such as an active directory or VPN 
gateway) means that users don’t have another set of 
credentials to remember. The administrative overhead of 
managing separate accounts is also removed. The 
authentication is also transparent to the user. In scenario 1, 
extra wireless settings aren’t strictly necessary, as all traffic 
between wireless device and internal network is encrypted via 
the VPN. The user pops onto the wireless network, 
automatically associates and starts their VPN client. In scenario 
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two, the user is required to authenticate when joining the 
network, but simply enters their credentials into a separate 
form. If their Windows XP username and password are the 
same as their Active Directory accounts, the process is 
completely transparent to the user and authentication is 
handled as part of the logon process. 
 
In both scenarios, we’ve tried to maximise the ability to audit 
events effectively. The use of the firewall in both scenarios 
allows a greater degree of flexibility in providing users least 
privilege access and in monitoring their activity. For example, 
by only permitting wireless laptop users to access servers on 
specific ports, you reduce the potential for worms brought in 
from laptop users at the weekend wreaking havoc across your 
wired desktop user’s systems first thing on a Monday morning. 
In addition to this when centrally managed personal firewalls 
are used, you can identify an infected laptop relatively easy as 
the worm attempts to look for targets. Going a step further and 
using a hybrid personal Firewall/IDS/IPS removes the need for 
a wireless IDS/IPS entirely, as any attack on a laptop should be 
reported to a central console on the wired network. 
 
Of course, the ultra paranoid could combine both scenarios 
together, although this may confuse some users when asked to 
authenticate several times. 
 
In scenario 1, we’ve looked at how larger enterprises might 
implement 802.11. For larger sites, multiple access points may 
be required. We recommend physical separation of networks 
wherever possible, but with careful planning and VLAN tagging 
it is possible to link all access points together into a single IP 
subnet on a single VLAN or physical switch and have them hook 
into a single firewall interface. 
 
NON-TECHNICAL WIRELESS SECURITY 
COUNTERMEASURES 
 
Beyond the technical realm, securing your wireless network 
may also require updating your security policy. In particular, 
security policies should include the following: 
 

• Identify who may use WLAN technology 
• Describe who may install wireless equipment, not just 

access points 
• Provide limitations on the physical location of the 

equipment 
• Specify requirements for physical security (i.e. 

protection against theft or requirements for CCTV 
monitoring of public areas) 

• Describe the type and classification of data that may be 
transmitted across the WLAN, along with any 
encryption technologies required 

• Define the hosts, services and applications that may be 
accessed from the WLAN along with the measures in 
place to limit usage 

• Describe the hardware and software configuration of 
permitted wireless devices, including definition of 
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security settings for both access points and clients 
• Describe any extra security requirements for wireless 

clients, such as personal firewalls, host-based IDS etc. 
• Define auditing requirements for WLAN activity, and 

ensure this is in line with incident response procedures 
 
Perhaps the best means of defence you possess are users. By 
educating them on how to spot security issues, they can work 
better than almost any automated detection system. Ensure 
that users are aware of the risks, the relevant sections of the 
policy and the measures in place. 
 
SUMMARY/CONCLUSIONS 
 
When someone tries to sell you a wireless security solution, 
take a look around at what you already have. Security is an 
essential part of any modern organisation, but not at any price. 
Whilst there are some good people out amongst security 
vendors, the sheer volume of snake oil, spin and outright lies 
represents a threat far greater than that of a rogue access 
point. If your problems are due to technology, ask yourself if 
more technology is really the answer, or is there a way you 
could use existing technology more efficiently? 
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