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Introduction 

You are reading what was my attempt at writing the best guide for the complete newbie and hacker 
wannabe. It is supposed to be... well I can't tell you what it IS I can't criticize myself but I could tell you 
what it's supposed to be and hopefully the critics would agree with me. 
 
It's supposed to be a what every newbie is looking for. It's supposed to be a guide that will show the 
hacker wannabe the right path and prevent him from turning out to become a lousy script kiddie like most 
hacker wannabes do. It's supposed to teach you what are the true ways of the hacker clear up all the 
common mistakes that the popular media and especially "hacker movies" make and explain what a real 
hacker is and how hacking is like in the real world. 
 
This guide is also supposed to teach you a few nice tricks as a start and several basic concepts. So by 
the time you finish reading this guide you will learn how the Internet works you will learn basic terms such 
as TCP/IP protocols, client-server protocols, host names, sniffing, Unix, Linux and several more. 

During this learning process you will also learn a few basic tricks such as how to manually communicate 
with an outgoing mail server in order to send Emails from fake addresses one of many ways to get 
complete control over someone else's PC and many more. To make it easier for you to join the hacker 
community I will also give you a bit of vital information on the values that this society is based upon what 
are the acceptable behavior patterns how to communicate with others and how others judge you and 
associate you with a certain status and a certain type of people. In other words I'll teach you what you 
need to know in order to talk to others without making a complete fool of yourself. For now. ;-) 
 
How to read this guide? 
------------------------------------- 
If you're reading this guide in front of your computer adjust the brightess level. This guide was originally 
designed to be an HTML document and the text was supposed to be bright gray on a black background 
so reading would hurt your eye less than black on white would have done. If you're still having difficulties 
concentrating print this text out and read it anywhere else - during dinner, in your room, in bed, in the 
back seat of your car, hanging upside down from your roof, whatever. Any place that you find to be 
comfortable for you will do. DO NOT listen to music while you read this guide. It may be difficult for some 
of you but I want to ensure that your whole attention is given to this task. By the way honestly speaking 
this isn't too fair - I listened to music while WRITING this guide. :-) 
 
Before you start reading - test yourself! 
------------------------------------------------------------ 
You must have several qualities in order to succeed in the task of becoming a hacker. I would like you to 
look upon yourself and determine whether you're qualified or not. 

 A hacker must have the desire to learn. No not the desire to learn in order to break into 
someone's Hotmail account or to get someone's passwords. A hacker may do those things but he 
will only act in order to learn. True hackers are curious and they often get into places in which 
they shouldn't be just in order to explore experiment and learn. Please promise yourself that you 
will know your borders and only perform tests on your friends whom you have permission from. 
There are also several "hacker wargames" on the net where you can legally break through 
serieses of tests. I will show you a few of those later on. 

 A hacker must have the desire to create not to destroy! Hackers are problem solvers. When they 
see a problem they don't exploit it - they fix it. It is true that they can sometimes get themselves 
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into trouble because some people freak out when someone points out to them that their computer 
is wide open and immediately call their lawyer so again please try not to get yourself into trouble. 
What else does this mean? This means that viruses are bad. Any other computer program that 
causes harm is also bad. Avoid using any of those. 

 Share information. Hackers believe in liberal values such as free speech and free flow of 
information. Anyone who denies you information is therefore your enemy. Do what you can to 
fight those enemies but remember - nothing justifies causing actual damage. No reason justifies 
breaking into other computers and going on a deletion spree. Also remember that free speech 
means free speech both for you and for your fellows whether they are your friends or your 
enemies. This means that you must not use your powers as a hacker to harm others. Even if they 
insulted you first. Yes even if they're part of some terrorist group who wishes to exterminate your 
nation. They too have the right for free speech. And anyway if you let them speak and they are 
truly mistaken then others would agree with you and turn against them but if you silence them 
they will be able to gain public sympathy.  

 Privacy is very important in the hacker culture. Anyone who monitors you without your permission 
is therefore your enemy. Again do what you can to fight them 
but draw your limits. 

 Real hackers make their own tools 
or at least make sure that they know what is happening when they're using someone else's tools. 
A person who blindly runs tools which were made by others and does not know how their function 
is called a script kiddie. A script kiddie is worthless once his tools have been taken away from 
him.  

Trust me 
the last thing you want to do is to become a script kiddie. Script kiddies are constantly laughed at 
and they are located somewhere along the bottom of the cultural pyramid. In fact they are considered by 
most people to be the lowest class in the hacker society. 
 
A bit more about social classes 
------------------------------------------------- 
Social classes are determined by the level of "lameness" and "eliteness". Lame means bad and elite 
means good. For example a person who uses programs that were created by someone else in order to 
cause harm and doesn't even know how these programs operate would be considered a major lamer 
whereas a great programmer who had successfully completed very difficult task would be considered 
elite. So we've finally finished going through the basic "do's and don't's". Now it's time for you to step 
forward and learn. 
 
Your first step - how does the Internet works? 
--------------------------------------------------------------------- 
"What??! Who cares about that, I wanna learn how to hack!" 
Some people might react that way at this point. But in order to learn Internet security you have to learn 
how the system works. Don't worry we'll go over the basics very quickly so you could start learning a few 
tricks. 
 
The History of the Net 
---------------------------------- 
The Internet was invented in the days of the cold war. Ok I won't bore you with details right now. I know 
you're very eager to move on and besides you could always look this up later so here's the deal basically: 
There was a demand for a computer network that would connect research centers and military centers. 
The tricky part was to make it sustain a nuclear attack. You see back then all networks were centralized 
(and most of today's networks still are but I don't think that the average school network has to sustain a 
nuclear attack) meaning that if you take down the server by bombing down it's region the whole network 
is down. So basically the United States wanted to get rid of this weak spot so they ordered this research. 



Later the decentralized network began operating. At first it was called ARPANet (Advanced Research 
Project Agency Network). ARPANet ceased to exist at 1990 and The World the world's first commercial 
ISP (Internet Service Provider) appeared. The network soon became the network we know as 'The 
Internet'. History is essential to the true hacker because knowing those historic facts is often used to 
impress others on IRC (Internet Relay Chat) networks. So don't get caught with your pants down and 
study some history (and catch a few terms in the process). Recommended source: Hobbes' Internet 
Timeline - http://www.isoc.org/guest/zakon/Internet/History/HIT.html 
 
How the Internet Works - the Power of TCP/IP 
---------------------------------------------------------------------- 
TCP/IP (formerly named ARPANet Protocol) is what drives the Internet. A protocol is just like a language. 
In order for two people to communicate they must understand a common language whether it's English 
sign language drawings body expressions etc'. So a protocol is just like a language and in order for two 
computers to communicate they must "speak" the same language or more precisely understand the same 
protocol. TCP/IP is the protocol that is used by computers to communicate with other computers on the 
net. So anyway TCP/IP is what drives the Internet. In fact it's not the only place where it's used - some 
other WANs (Wide Area Networks networks which spread over a wide area such as the Internet) use it as 
well. Anyway the point behind the Internet which is... that's right decentralization is demonstrated in 
TCP/IP. TCP/IP allows one host to contact another host instead of relying on a central server. To make it 
simpler one computer can connect to another computer without the aid of a central computer. Think of a 
bunch of circles and then think of a large circle that stands in the middle. Imagine that in order to stretch a 
line from one circle to another you have to I strongly recommend reading 'Internet Architecture Network 
Concepts and Facts' which can be downloaded from 
http://www.securitywriters.org/texts/networking/internet_architecture.html if you wish to learn more. 

The Client-Server Model 
-------------------------------------- 
Most of the services that are available on the Internet are based on the server-client model. Let me give 
you an example. 
Suppose you want to access a web site that is stored at http://www.securitywriters.org/. Once your 
computer finds it's way to http://www.securitywriters.org/ (we'll go over this part in one of the next 
episodes), it starts a conversation. Basically, here's what happens: 
You: "Hello http://www.securitywriters.org/. I'd like to talk with your webserver program, if you have one 
installed." 
http://www.securitywriters.org/: "Yes, of course, I do have one. Let me put it on the line for you." 
Webserver: "Hello, how are you? I am an Apache webserver (a common webserver program), version 
1.3.14, at your service. Which file would you like to download?" 

So as you can see, the webserver is the "server", which provides the "service" (which is in this case, a 
web site), and your browser (Internet Explorer, Netscape, Mozilla, Opera etc') is the "client", which can 
access the server and use the service(s) that it provides. This is the client-server model, and most of what 
you do on the Internet is based on it. Among the most common services are web, ftp, incoming mail, 
outgoing mail, telnet, ssh, newsgroups, DNS, proxies and archie. During this series we will study about all 
the aforementioned and several others. 
 
What You See (The "Front End") and What Really Happens? 
----------------------------------------------------------------------------------------------  
Now comes the part where you start doing stuff! This is where you learn how the Internet really works 
behind all of those user-friendly applications. We'll start with how your Email program (Outlook, Netscape 
Messenger Eudora and any other Email programs) communicates with an SMTP server and sends out 
Email. So what is an SMTP server? SMTP stands for Simple Mail Transfer Protocol and it is truly quite a 
simple protocol. A server is a computer on a network that provides a service of some kind to other 
computers that access it. For example an outgoing mail server allows you to send Email an incoming mail 
server allows you to receive Email a web server allows you to access a web site that is stored on the 
server and so on. A client is a program that connects to a server computer and uses one of the services 
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that it provides. For example in order to connect to a web site service you'll need a web client such as 
Internet Explorer or Netscape. In order to send an receive mail you'll need an Email client such as 
Outlook or Eudora. But that's not the only way to do things. After all who says we have to use the client 
programs and not do things for ourselves? But we'll get to that in a second. Now basically when you hit 
the 'Get New Mail' button your Email program connects to your ISP's SMTP server and begins 
communicating with it. It tells the SMTP server where the Email message is from where it's headed what's 
the letter's subject and what's the actual content of the letter. But what an Email programs can do we can 
do by ourselves! And the best part is - we'll have more freedom that way. Now we could TELL the SMTP 
server where the message is coming from and it won't be necessarily our address. So it comes down to 
the first trick that I'm about to teach you - sending fake mail! 
 
Before we start... 
-------------------------- 
Lots of fun lies ahead. Why not send your friends an Email message that appears to be coming from 
president@whitehouse.gov? Or send them a message from billgates@microsoft.com? But first there's 
something you have to learn - it is very hard to send a fake Email that looks 100% authentic. Since this is 
the first guide in this series I will only teach you the basic mail forgery techniques so although your fake 
mails would fool every ordinary person anyone who has the ability to read and understand Email headers 
will find out that it's a fake and trace it back to you. But don't worry you'll learn how to do this yourself and 
how to send more authentic-looking mails in the 2nd episode of this series. But the point is that a lot of 
illegal actions can be taken by using this technique and I wanted you to know that: 
a. This is unethical and goes against the beliefs of the true hackers. 
b. At the moment with your level of skills - you CAN and WILL get caught if you do something nasty 
enough. 
You may use this technique to have a good time with your friends but don't do anything illegal. Don't say I 
haven't warned you. 
 
Down to Business - Breaking Out of the Front End 
------------------------------------------------------------------------------ 
So we've reached the conclusion that your Email program communicates with the SMTP server for you 
and by learning the SMTP protocol we can do the same ourselves but we'll have more freedom of choice 
if we do it the hacker way which is without assistance from other programs but manually. The Email client 
is your "front end". It communicates with you using an interface that is simpler and more user-friendly than 
having to connect to the SMTP server by yourself knowing the protocol and sending the Email message 
by yourself. Hackers always like breaking out of front ends and that's what we are about to do and 
probably for the first time in your life. Aren't you excited? :-) 
 
Before we go on any further let's clear something up - doing something without any assistance from other 
programs is not practical. Even booting up your computer with an operating system could be counted as 
using the assistance of another program. So yeah you could program your own operating system and 
make all of your tools for yourself (which is a very elite thing to do) but that's probably not a thing you 
would be able to do at this level and not a very practical thing to do either. So in order for most hackers to 
clear up their conscience they have agreed on a number of tools which they may use without being 
considered "script kiddies". Telnet is one of those tools.  
 
Oh one last thing. We've concluded that breaking free from a restrictive front end means giving us more 
control and more freedom but sending Email without the use of an Email client isn't the only frontier we 
will break. Later on during one o the next episodes we will break through the front end that is considered 
to be the toughest one by most newbies - your operating system itself Microsoft Windows! We will learn 
about Unix an operating system that allows you maximum freedom and about Linux a Unix clone that is 
continuously gaining grounds in the world. These issues will be discussed later but I wanted you to see 
the connection between what we're about to do and between breaking free from the limitations and 
restrictions of Windows and entering the world of Unix. 
 
Your First Experience with Telnet 
---------------------------------------------------- 



I don't know the origin of this program's name but my guess is that it's named that way because it allows 
you to connect to other computers on a TCP/IP-based network just like you do when you pick up the 
telephone and call somebody. I will explain in a second but first we have to get our first glimpse at Telnet. 
If you don't know what Telnet is then you're probably another one of the average Windows users (at the 
moment. Hopefully you'll continue your studies and elevate your status) so I'm assuming that you're using 
Windows. In fact unless specified otherwise I will be assuming that you are using Windows all the time. 
So Microsoft has kindly provided us with a basic Telnet program. This program can create a TCP 
connection (I'll explain what a TCP connection is in the 2nd episode of this guide but right now that's not 
important) to another computer on a TCP/IP-based network such as the Internet it let's you copy out of 
the Telnet window and paste into it and it has basic logging abilities which allow you to save the output of 
your Telnet session into a file. Enough for now. Let's fire up that Telnet client shall we? Press start then 
press run and type in the word telnet. Immediately a very simple application will appear. Don't very 
impressive isn't it? It isn't that's the whole point. It only connects you. The impressive things are done 
USING the program not BY the program which is why using Telnet even without knowing all the details of 
it's operation is not script-kiddyizm. By the way if you want Telnet to look more impressive click on the 
terminal menu then choose preferences and from there you will be able to change the font and it's color 
and the background color. Most newbies like green letters on a black background. Don't worry it's just a 
stage you'll get over it. :-) It's because people like you watch too many lame "hacker movies". Now 
operating Telnet is a very simple task. Open the connect button and choose remote host. A dialog box will 
appear and you will be asked for a host name a port an a termtype. 
 
A what, a what and a WHAT? 
--------------------------------------------- 
A host name a port and a termtype. Here let me explain: Host name: each computer on a network is 
called a host. A host name is a form of identification for the host so your computer will understand who is 
the host that you wish to contact. On the Internet computers can be identified by either an IP address 
(such as 62.0.148.53) or a hostname (such as www.securitywriters.org). An IP address is a series of four 
8-bit numbers (meaning natural numbers from 0 to 254. Natural means whole numbers not fragments 
such as 36.5) and a hostname is basically words but with certain limitations. We'll study these two 
identifiers later. Right now we've got some Email forgery to do. Port: now that we've addressed a certain 
host on the network we need to explain which service we want to talk to. A port number is a numerical 
identifier that exists in the TCP level (but you don't need to know what that means yet). Basically it's a 
number that helps the target computer know which specific service you want to talk to since a single host 
can run multiple services. For example port 80 is the standard port for web servers and port 25 is the 
standard port for SMTP servers. TermType: Telnet is a terminal emulation program. It means that it can 
connect to other hosts as if you are plugging in terminal devices into them (no need to know what these 
are at the moment). vt100 is just a standard for terminals and it's the only standard that the Telnet client 
that comes with Windows supports. Ok enough said on this for now. Let's continue and help you create 
your first Telnet session!  
 
Your First Telnet Session 
---------------------------------------- 
We have concluded that we're trying to connect to a host that runs an SMTP server and that we will 
connect to port 25 which is the standard port for SMTP servers. So we know the port which is 25. And I 
can already tell you that the TermType vt100 will work. But what about the hostname? Where can we find 
an SMTP server? Easy. Your ISP probably has one. If they provided you with an Email address then they 
should have told you what to fill in as your "outgoing mail server" in your Email client's configuration 
wizard. This server is your SMTP server. Otherwise (meaning in case your ISP doesn't provide you with 
an Email account) you can experiment with my ISP's SMTP server which is mailgw.netvision.net.il 
(netvision.net.il is my ISP and mailgw stands for mail gateway) but you won't be able to fake messages 
properly and you'll get "relaying denied" errors. You could always ask people around for SMTP servers 
that allow relaying. At this point you must be asking yourself what the hell is relaying? Don't worry we'll 
get to that in a second. Ok ready? Here we go! Fire up Telnet and connect to your SMTP server. I'll follow 
you step by step only I'll be connecting to mailgw.netvision.net.il so if you're using a different server you 
should expect a few minor differences but nothing too complicated. So finnaly we get to pressing that 
Connect button! Now here's what I get when I connect to mailgw.netvision.net.il through port 25: 



 
220 mailgw2.netvision.net.il ESMTP Sendmail 8.9.3/8.9.3; Mon 
25 Dec 2000 21:05: 45 +0200 (IST) 
 
Hey isn't that cool? Already I know some information about the server and I only wanted to send an 
Email! Later when we learn how to break into servers this information would come in handy but let's leave 
it for now. Now now where did I put my SMTP protocol manual? Ohh damn I forgot it at home! So we're 
pretty much stuck in here... and I don't remember any of the commands. I have no idea what to type. The 
first thing that should go through your mind in such a case is to try and type help. Some protocols have a 
help command (the very few that were meant to be used by human beings as well as client programs 
which already know the protocol). Let's type help and see what this is all about.  
 
214-This is Sendmail version 8.9.3 
214-Topics: 
214- HELO EHLO MAIL RCPT DATA 
214- RSET NOOP QUIT HELP VRFY 
214- EXPN VERB ETRN DSN 
214-For more info use "HELP  

". 
214-To report bugs in the implementation contact Sun Microsystems 
214-Technical Support. 
214-For local information send email to Postmaster at your site. 
214 End of HELP info 
 
Niiiice! Now we have a list of commands and we can type help and then the name of the command (for 
example if we want to learn about the command rcpt we should type help rcpt). But have you noticed 
something while you were typing help? What you typed hadn't showed on your screen. This is because 
something called local echo is turned off at the moment and we'll need to turn it on. You see telnet is 
meant for connection to what is called telnet servers (which wait for connections on port 23 by default). 
Telnet servers allow us to connect to the target computer if we have a username there. The telnet server 
will ask for a username and a password and once a username and it's correct password have been 
entered it will let you run commands on the server through a text interface (what is called a "text shell"). In 
the next episode we will learn how to connect to telnet servers open a free account and use a Unix text 
shell in order to do some fun things. Now most telnet servers will send back everything that you type to 
you so you'll see what you're typing right? This is called an echo. But SMTP servers don't do this so you'll 
have to turn local echo on. When using telnet press terminal then preferences and then turn local echo on 
from the dialog box that would pop up. Now you'll be able to see what you're typing!  
 
Sending the Email 
----------------------------- 
Ok back to work. Now let's do a bit of learning. Hackers are naturally curious remember? Go ahead read 
the help entries for every command. It wouldn't take long. Done? Great! Ok let's go on. The first thing you 
would want to do is to type helo and then the domain name of the alleged sender of the Email which we 
are about to fake. Example: if you wish to send your mail from billgates@microsoft.com type helo 
microsoft.com This information will be included later in the full message header that will reach the target's 
mail box. It seems that some Email clients generate an alarm when they find out that this information is 
missing and it also seems that some SMTP servers wouldn't communicate with you before you type the 
helo command and will instead reply with the message "Polite users say HELO first". What do you think? 
SMTP servers do have a sense of humor after all! :-) Anyway once you're through the helo command it's 
time to enter the sender's address and the recipient's address. Type this: mail from: 
someone@someone.com (or any other email address which you wish to send your mail from) Keep in 
mind that you cannot use the backspace key here! The SMTP server will interpret it as a different 
keystroke code. After all it was meant mostly for the use of Email clients not human users who make 
mistakes. Once you typed the sender's address you should receive a message such as this: 
 



250 someone@someone.com... Sender ok 
 
Ok so far so hoopy! But remember - unless your SMTP server allows relaying either the sender or the 
recipient must be from the SMTP server's domain! Now the recipient: rcpt to: someone@someone.com 
 
250 someone@someone.com... Recipient ok 
 
Fun fun fun! As you can see we're pretty much harassing someone@someone.com here by sending him 
a message from himself. This should scare the average user. Now for the message itself. Type data. 
 
354 Enter mail 
end with "." on a line by itself 
 
What does this mean? This means that once you finish entering you mail you must enter another line with 
. by itself such as this: 
 
Hello someone@someone.com! 
It's your computer here. I was just thinking... look you're sitting all day next to me I dunno don't you have a 
LIFE or something? Do something! Get to know your neighbors. Knock on the door to the apartment 
where that old lady McKenzy lives. Maybe she ran out of sugar? Maybe she's dead? Go find out and don't 
sit around here all day staring at me for crying out loud!! 
. 
 
Yes I know I have a strange sense of humor. Once we finish entering our message this line should 
appear: 
 
250 KAA17843 Message accepted for delivery 
 
Great the message has been sent! KAA17843 is the Message ID (also known as the MID). We'll bother 
with that later. Oh but wait we haven't even entered a subject yet! And what if we want to enter a reply-to 
field as well? Things such as a message subject reply to: CC (stands for Carbon Copy. Everyone in the 
CC list will also receive the message but will not be listed as the recipient) and BCC (Blind Carbon Copy. 
The same with CC only others cannot see who else is receiving this message) are later additions. This 
means that the SMTP protocol does not support them. Instead they are entered as a part of the message 
(after the data command) and the Email client and modern SMTP servers know how to interpret them. 
You see the whole idea with having protocols is having standards and compatibility. If suddenly someone 
comes out with a new feature and designs a new Email client that supports this feature and informs the 
rest of the world that there's a new feature and they should update their SMTP software who says that all 
of them would? So instead new features such as the subject and the CC list are entered after the data 
part. Otherwise if it was an SMTP command older SMTP servers would generate an error message which 
will confuse Email clients. Instead the new commands are entered within the data field of the message 
and newer SMTP servers are supposed to be able to fish them out of the message's body and interpret 
them correctly while older SMTP clients won't know how to do that but at least they won't generate any 
error messages.  
 
Subjects 
CC 
Reply-to and so on 
------------------------------ 
After you type data and you get a message such as this: "354 Enter mail end with "." on a line by itself" 
write the following at the top of your message: 
 
Subject: <- put your subject here to give a subject to the message. E.g. Subject: hello!  
Reply-to: <- put a reply-to address so when the user presses the reply button his reply will be sent to a 
different address than the sender's address. E.g. Reply-to: my_evil_mailbox@mailbox.com 
CC: <- put a CC recipient here. You can have multiple CC lines. E.g. CC: my@mail.com BCC: <- same 



only it's used with BCC recipients. E.g. BCC: your@mail.com  
Organization: <- another new option. Companies use these things so when they send mails their mails 
would bear the company's name and look more professional. Use this to fake corporate mails. E.g. 
Organization: MicroCorp Ltd. User-Agent: or X-Mailer: <- Email clients use this field to put their name and 
their version number. For example Outlook 5.0 would write "Microsoft Outlook Express 5.50.4133.2400" 
in this field. Mozilla (a web browser that most people in the world haven't heard of but it's promising. 
www.mozilla.org) version M18 running under Linux kernel version 2.2.17 (I'll explain this when we'll get to 
learning about Linux) on an Intel Pentium II would write "Mozilla/5.0 (X11; U; Linux 2.2.17 i686; en-US; 
m18) Gecko/20001107 Netscape6/6.0". You can fake this field to make your message look more 
authentic. 
X-Priority: <- the message's priority. Most of today's Email clients support setting priorities for mails. If you 
don't fill this field no priority will be entered. Write 3 here and the priority will be standard. Higher priorities 
are more urgent while lower priorities are less urgent. E.g. X-Priority: 3 
 
Attachments 
-------------------- 
Attaching files isn't as simple as what you have encountered so far. Attaching text files is easy (just copy 
and paste the file into the Telnet window) but binary files such as programs and pictures are a problem. 
You see the SMTP protocol is based on transferring alphanumeric characters not binary digits so when 
you attach a binary file to a message it will get corrupted. In order to solve this problem uuencode (which 
stands for Unix to Unix Encode) was invented. To encode means to convert a file using some sort of a 
code or a formula using a process that can later be reversed in order to extract the original file out of the 
encoded one. The uuencode program converts binary files into a file of alphanumeric characters that will 
not be corrupted when they are sent as a text file through SMTP. The receiver will then uudecode the 
uuencoded file in order to receive it back in binary form. Keep in mind that uuencoded files become larger 
so it's not wise to transfer large files through Email. I was about to explain how to use uuencode when I 
suddenly remembered that Ghost_Rider an old friend of mine had already written a nice piece on this 
issue. Please allow me to quote his article on this subject: 
 
How to attach files into emails by Ghost_Rider (ghost_rider9@hotmail.com) 
 
When you want to attach files to your email you use a format called MIME wich stands for 
MULTIPURPOSE INTERNET MAIL EXTENSIONS. Like is said in the mime's man page (man mime) : 
 
MIME is the official proposed standard format for extended Internet electronic mail. The MIME format 
permits email to include enhanced text, graphics, audio, and more, in a standardized and interoperable 
manner. If you send and receive mail with a MIME-compliant mail system, you will be able to send and 
receive far more that ASCII text. 
 
So what you just need to learn is how to handle with MIME format and guess what it's really easy. But first 
let's talk how to encode files.  
 
-------------------------------------------- 
1st Part: Enconding the File 
-------------------------------------------- 
 
 
To enconde a file you use the uuencode command (this is in *nix systems) in windows you need to use 
the latest version of winzip because this one already has that feature but there are free shell accounts so 
you can do that there. If you don't have a clue on how to get a shell account check the shell account 
tutorial at http://www.securitywriters.org/texts/internet%20security/<font%20color="#999999%22%3E------
--------------------------------------%3Cbr%3E.  
 
uuencode syntax: uuencode [-m] file boundary 
 
-m : optional 

http://www.securitywriters.org/texts/internet%20security/%3cfont%20color=%22#999999%22%3E--------------------------------------------%3Cbr%3E
http://www.securitywriters.org/texts/internet%20security/%3cfont%20color=%22#999999%22%3E--------------------------------------------%3Cbr%3E


 
if you use it the file will be using base64 enconding otherwise it will use 8bit encoding. Just an advice go 
for base64 ;) 
 
file: this is the file you want to encode 
 
boundary: well here you can put anything. This is a key that uuencode will use to encode the file. 
IMPORTANT NOTE: remember the key you use because it will be used again. ANOTHER NOTE: 
Boundary key is case sensitive so S and s isn't the same letter. If you use that syntax the output will be 
/dev/stdout for the ones that don't have a clue what this means here's a hint --> Screen. So you need to 
redirect the output doing syntax > filename. But hey you already should know this.  
 
Here goes an example: 
 
Grab a file let's say called test and you want to uuencode it to a file called output using the boundary key 
GhostIsPrettyCool_ and base64 encoding type. You would just do: 
 
$ uuencode test GhostIsPrettyCool_ >> output 
 
And done... Now just open the file to see something. 
 
$ less output 
 
And you'll get something like  
 
begin-base64 755 GhostIsPrettyCool_ 
And plenty of crap here. 
 
The first line means that a file in base64 and that boundary is GhostIsPrettyCool_. After that it's the file 
uuencoded. If you used 8bits encoding you would just see begin instead of begin-base64. I still didn't get 
what that 755 is but it's always the same number(at least in my boX) so if anybody knows what is i would 
really apreciate of telling. Yes i checked rfc's and didn't find nothing.  
 
----------------------------------------------------------------- 
Decoding uuencoded files (out of subject) 
----------------------------------------------------------------- 
 
You don't need to know this to attach files into mails but since i talked about uuencode i thought that i 
should talk about uudecode. Well like you should already figure it out uudecode decodes uuencoded files. 
 
the syntax is: uudecode -o output_file encoded_file 
 
where: 
 
output_file is the file where the output will be storage yep this time it's not /dev/stdout. 
encoded_file is the uuencoded file in base64 or 8bits. 
 
 
------------------------------- 
2nd Part: Attaching 
------------------------------- 
 
Ok..I already explained the basics so let's get on MIME shit to attach things. It's pretty easy you just need 
to enter some more lines in the data field. Those lines are: 
 
MIME-VERSION: 1.0 



Content-Type: MULTIPART/MIXED; BOUNDARY: the boundary key you used to encode 
 
They should added after you enter the subject. 
After writting your message instead of writting the . and pressing enter you type: 
 
--Boundary-=The boundary key you used. 
Content-Type: boundary type/file type; 
name="NAME HERE" 
Content-Transfer-Encoding: UUENCODE TYPE YOU USE 
Content-Disposition: attachment; filename="NAME HERE" 
 
encoded stuff (without that first line begin-base64 755 Boundary key) 
 
--Boundary-=The boundary key you used.-- 
 
Now you can put the . and get outta of that server. You'r mail has been sent. But let's go to the 
explanation of what things each field can has. boundary type: you need to enter the kind of file it is text if 
you are sending a file in ASCII like a document or application if you are sending something in binary. file 
type: this is where you say the file type it can be: 
plain --> if you are sending a plain text file. 
x-executable --> if you are sending an executable file. 
x-extension --> where extension is the extension the file has like zip, cpp, ,c... 
 
NAME HERE: full name of file 
 
UUENCODE TYPE YOU USE: it can be base64 or 8bits depending in wich one you used. 
 
You don't paste the first line with the info because you already give that info using MIME format.  
 
---------------------- 
Final example 
---------------------- 
 
Here goes a final example where's <enter> means that I pressed enter. I used _ToFriend as boundary 
key to encode in base64 myfile.zip a binary file. 
 
helo ghost <enter>  
mail from: <ghost@myisp.com> <enter>  
rcpt to: <myfriend@hisisp.com> <enter>  
data <enter>  
From: Ghost <enter>  
To: Friend <enter>  
Subject: Get this file <enter>  
MIME-VERSION: 1.0 <enter>  
Content-Type: MULTIPART/MIXED; BOUNDARY: _ToFriend <enter>  
 
Hello my friend how's life? <enter>  
I'm sending you the file myfile.zip attached. Check it <enter>  
 
--Boundary-=_ToFriend 
Content-Type: application/x-zip; 
name="myfile.zip" 
Content-Transfer-Encoding: base64 
Content-Disposition: attachment; filename="myfile.zip" 
 
encoded stuff (without that first line begin-base64 755 Boundary key) 



 
--Boundary-=_ToFriend-- 
 
 
-------------------- 
Ending Note 
-------------------- 
 
And that's it....You now can attach files to emails but please don't be stupid enought to do something like 
sending virus using fakemails. Yeah kid I'm talking about you, yes you, the one that posted a question on 
blacksun's message board asking how to do it so you could spread viruses. You now have the knowledge 
but don't be stupid. 
 
What does relaying denied mean? 
---------------------------------------------------- 
There's a good chance that you received this message. In order to understand what this means we'll need 
to learn what happens after you send a mail in the normal way. So once your Email client has passed the 
appropriate information to your SMTP server (just like we did only we did it manually with telnet and not 
by writing a message and pressing the send button) the SMTP server goes into action. The server will 
then open it's own session with the recipient's own SMTP server. E.g. if your recipient is 
president@whitehouse.gov the SMTP server will connect to whitehouse.gov's SMTP server which is most 
likely mailgw.whitehouse.gov. How your SMTP server finds the address of the SMTP server of the 
whitehouse.gov domain is a different issue and will not be discussed any further in this episode (for those 
of you who are too curious it queries whitehouse.gov's DNS server for this information. How this happens 
and what a DNS server is anyway will be discussed later in this series). So once your SMTP server has 
connected to the recipient's SMTP server it will transfer the message just like you would and the 
recipient's SMTP server will realize that this message is intended for someone on his domain and 
therefore will move it to the recipient's mail box for later retrieval. So you see when you connect to an 
SMTP server and send a message either the sender or the recipient has to be coming from the SMTP 
server's domain so if you connect to my ISP's SMTP server (reminder: it's mailgw.netvision.net.il) and tell 
it to send a message from billgates@microsoft.com to president@whitehouse.gov it would most likely 
reply with a relaying denied error message and close the connection. After all I'm sure you can see the 
logic in this decision. Imagine what the SMTP server would have been thinking if he were human: "If this 
message isn't from someone from my domain or is intended to someone from my domain why should I 
bother and spend my precious bandwidth with this bullshit?" However some SMTP servers will let you 
relay mails through them anyway. How come? Because they have been misconfigured of course! This 
means that the admin hasn't been wise enough to disable relaying and there might be other holes in the 
system as well. True some ISPs will actually want to have relaying enabled but that's another issue which 
will not be discussed in this episode (aren't you starting to get sick of hearing this all the time? Don't worry 
more things will be cleared up over time and the whole picture will begin to form around you. It's a 
process everyone goes through). 
 
Final Conclusions 
---------------------------- 
1. A hacker is a harmless and curious computer enthusiast with a great desire to learn. Hackers believe in 
privacy and free flow of information. Hackers are not malicious as they are often pictured by the press 
and most of Hollywood's movies. 
2. The Internet is decentralized. 
3. Computers use protocols such as TCP/IP or SMTP in order to communicate with each other. Protocols 
are like a common language. 
4. A hacker must strive to break out of the "front end" and see what really happens behind the scenes. 
Hackers will then test the system under abnormal conditions and see how it reacts. 
5. Knowing the SMTP protocol and how to use Telnet lets us to forge Email. 
 
In one of the next episodes in this series we will learn how to analyze message headers in order to find 
out information about people who send you Email and how to detect fake mails plus how to make your 



fake mails harder to detect.  
 
I enjoy learning Internet security 
but what else can I do to become a hacker? 
-------------------------------------------------------------------- 

 Learn how to program. Hackers originated from programmers. I recommend C/C++ Perl and Java 
(which is rapidly gaining grounds these days). You can enlist to courses but the best way to learn 
how to program is to buy a good book and teach yourself. Also learn Assembly if you'd like to. It's 
considered to be very elite because it's much more difficult than the average programming 
language and it teaches you a lot about how your computer really works. 

 Go to IRC networks and chat with others with the same points of interest as yours. Every big 
network has plenty of channels on the subjects of security, programming, encryption, Unix/Linux, 
hacker culture and other issues. 

 Read. Read. And then read some more. May I recommend SWG's texts library? 
http://www.securitywriters.org/texts.html  

 
 
Coming soon 
in the next episodes of "The Intro Series" 
=================================================== 

 Tracing fake mail.  
 Remote Administration Trojans - what they are how they work and how can they be used to break 

into home computers (and why they are horribly lame of course).  
 Getting information on people - where they live which ISP they are using and if you're really lucky 

you'll get as far as finding their home phone number.  
 IRC for beginners - finding other hackers and hacker-wannabes talking to them and a bit about 

IRC security.  
 IP, TCP, UDP and ICMP.  
 Unix and Linux.  
 More essential terms and concepts. 

All of this and much more will be revealed in the 2nd episode! 
Stay tuned to http://www.securitywriters.org/ 

 

http://www.securitywriters.org/

