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Abstract 

The recently created technology of steganography entices a wide audience from the casual 

observer, to the scientific professional. The various applications of steganography must be 

scrutinized in order to understand the future progression of this technology. This paper attempts to 

reveal new and current angles of steganography. What are revealed in this essay are the ingenious 

history and background of steganography in examples and its interwoven development path with 

cryptography, even to this day. On a technical level this paper tests the steganography 

community’s theory that, in general, the stego process diminishes contrast within a digital photo. 

Steganography is obscure in its recurrent appearance and disappearance throughout history. On a 

sociological level, having finally taken a foothold during the internet generation’s explosive 

growth of the 1990s, steganography serves as a means for private, secure and sometimes malicious 

communication.
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A Study Of Steganography And The Art Of Hiding Information  

 Steganography is a technology that hides a message within an object, a text, or a picture. It 

is often confused with cryptography, not in name but in appearance and usage. The easiest way to 

differentiate the two is to remember steganography conceals not only the contents of the message 

but also the mere existence of a message. The original steganographic applications used “null 

ciphers”, or cleartext. A null cipher conveys that the message has not been encrypted in any way, 

whether it is using basic character shifting, substitution or advanced modern day encryption 

algorithm. So, the message is often in plain view but for a reason can either not be detected as 

being present or cannot be seen once detected. As is common with cryptography, steganography 

has its roots in military and government applications and has advanced in ingenuity and 

complexity. We will explore several approaches to the process of steganography as well as 

steganalysis. Steganalysis is the method by which to detect the presence of a hidden message and 

attempt to reveal the true contents of this message. This technology has also substantially evolved 

throughout history and often lags behind new  steganographic discovery as a reactive attempt to 

detect and decipher messages.  

 Steganography is a two-part word of Greek origin. “Stegano”, or “covered” and “graphy” 

or “writing” does not convey the transformation of information, but rather its hidden aspect. The 

first steganographic technique was developed in ancient Greece around 440 B.C.. Herodotus’s 

Histories  describes two types of the earliest steganography. The first type involved the shaving of 

a slave’s head, then a tattoo was inscribed on the scalp. When the slave’s hair had grown back and 

hidden the message, the slave was sent to warn of the Persians’ impending invasion. The recipient 

once again shaved the slave’s head and retrieved the important warning. Another method was to 

modify ancient writing tablets. The layer of wax covering the tablets was the surface upon which 

messages were written. However Demeratus, a Greek exiled into Persia, devised a plan to hide a 

message by removing the layer of wax and writing directly on the underlying wood a warning to 

Sparta that the Persians were planning an invasion. The tablets were then covered again with wax 

and appeared unused to the examiners of the shipment. Another ancient application of 
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steganography, and a great example of a null cipher is the method of wrapping a ribbon around a 

wooden staff from top to bottom, writing across the ribbon and unraveling it. The clear text was all 

there, only someone with the same size diameter staff could read the message, and most 

importantly, the fact that a secret message even existed was hidden. Much later, during World War 

II, the German military leveraged microfiche technology to create microdots. Microdots consisted 

of pictures and text messages which were shrunk down to the size of a period and used in the text 

of an otherwise innocent letter or memorandum. Many of them escaped detection by Allied forces.  

Steganography has taken a giant leap forward which started in the 1990’s when governments, 

industries, private citizens, and even terrorist organizations began using software applications to 

embed messages and photos into various types of media(digital photos, digital videos, audio files, 

and text files). We shall explore some of these. 

 Firstly, one must understand the components of a steganographic message. The “secret  

message” refers to the part of the message which is intended to be hidden. The “cover data” refers 

to the container in which the secret message is hidden. The “stego message” refers to the final 

product. From a top-down approach there exist three types of steganographic approaches: pure, 

private key, and public key steganography. These categories convey the level of security with 

which the stego message is embedded, transmitted and read. Pure steganography uses no keyed 

system to embed cleartext or “null cipher” text into the cover data in order to hide the existence of 

a secret message. Pure steganography is the least secure method.  It is only secure in two aspects 

which are, the fact only the sending and receiving parties know of the secret message’s existence 

and which steganographic algorithm was used to hide the message. In steganalysis, this type is the 

easiest to crack since once detected the message can only have been hidden in as many ways as the 

number of steganographic algorithms which exist. The foremost difficult aspect is in the detection 

effort. The difficulty lies in the fact that the vast majority of screened data do not include 

pre-modification copies of themselves. For example, if the NSA were to screen thousands of web 

sites for steganographic material, most of the authors of this material would not leave the original 

copies of the cover data in the web site’s directory or even on the computer which produced the 
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stego message. Since in its simplest form, only the least significant bits of each byte representing a 

digital photo have been modified to carry the secret message, the message would be virtually 

undetectable given a correct (cover data size)/(secret message size) ratio. However, once detected 

a pure stego message could be cracked with relative ease. The private key method uses a mutual 

key for encrypting then hiding the secret message within the cover data. As in traditional 

encryption the private key system is only as robust as the knowledge of the key. Since the private 

key system requires both parties to know the key, once it is compromised the entire stego message 

is non-secure. Public key encrypted steganography uses the key pair system to add a layer of 

robustness to the process. As in public key encryption, the public key of the recipient is used to 

encrypt the secret message and only that user’s private key may decrypt it after extracting it from 

the cover data. This is the most secure type of steganography. This approach is recommended since 

it combines the benefits of hiding the existence of a secret message with the security of encryption. 

For the sake of staying on subject this journal will not address encryption types but only where in 

the process of steganography the encryption takes place. In the keyed steganographic process a 

secret message is first encrypted, then embedded into the cover data using one of several 

steganographic techniques. Once received the encrypted secret message is extracted, then the 

message is decrypted with the appropriate key and algorithm. Therefore, there exist no 

dependencies between the steganography and the encryption processes. Various steganography 

techniques have been developed and each one uses its own way of arranging or embedding the 

various characters or bits which constitute the encrypted or unencrypted secret message. The most 

common stego method is the LSB approach, or Least Significant Bit. As we know digital pixels are 

represented by three colors: red, green and blue. These colors together form digital pictures or 

video. Each color of every pixel requires 1 byte of information, or 8 bits. Since the first bit is the 

“least significant” or carries the least amount of importance in the byte, this steganographic 

technique chooses to overwrite the first bit of successive bytes until the entire secret message is 

embedded into the original source file, or the cover data. Since we have only modified the least 
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significant bits of a portion of the source file, the human eye should not be able to detect the 

degradation in the picture or video.  

 A set of rules guides new stego implementations to preserve the intended results, which is a 

non-visible secret message within a cover data. A steganographic image must not reveal the secret 

message to the naked eye. The secret message must be immune to “reasonable” manipulation such 

as: cropping, resizing, and rotating.(Li Lang – Digital Watermarking) 

 Steganography has seen exponential usage since the 1990s. Stego algorithm downloads are 

now available on the internet as shareware. Governments, businesses, terrorist organizations and 

private citizens all over the world now use steganography for good or evil. The most popular use of 

steganography in a constructive sense is “digital watermarking”. Digital watermarking embeds 

either signatures or copyright information in files such as digital video (DVD), audio, and art work. 

Using the prior LSB algorithm one can hide a copyright message in a photo, however it is highly 

recommended to either duplicate the same message over various areas in the photo or spread the 

message over the entire photo. Localizing the secret message in one area of the photo increases the 

risk of a savvy steganalyst finding and removing the copyright message for his use. This is also 

true for music artist’s audio files such as in MP3 format or the movie industry’s DVD format. (Li 

Lang – Digital Watermarking)  

 The music and movie industries continually devise new material control methods such as 

earmarking early distribution of movie screenings via steganography. In “traitor tracing” each 

copy of a given movie contains a digital watermark with a unique serial number and the movie 

distributor knows to whom each serial number has been delivered. When a copy is becomes 

compromised, the movie company only needs to extract the serial number from the copy in 

question and start tracing it to the point of origin. In “broadcast monitoring” broadcast detectors 

are used to extract the watermark of a given file or medium and report to the broadcasting events to 

notify the owner or distributor of broadcast status(medium was played, time and date). (Li Lang – 

Digital Watermarking) 
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 Terrorist organizations have mastered the art of combining steganography with encryption. 

As the “USA Today” reported on February 5th 2001, since 1993 these groups have engaged in 

malicious and criminal behavior using shareware encryption and steganography tools. As early as 

1993 Ramzi Yousef encrypted files which planned the destruction of 11 airliners. The U.S. 

government was successful in capturing his laptop computer, extracting the files and decrypting 

them. However, FBI officials say it took them one year to decipher two of the critical files. The 

troubling aspect is there was no need for spending time on steganalysis or detection of a stego 

message since these were standalone encrypted files. According to U.S. officials, in early 2001 

Osama bin Laden posted steganographic material in sports chat rooms and pornographic web sites 

with instructions for terrorist activities. Presently most terrorist instructions are also carried out 

this same way, but there has been an increase in the use of photographic images used for 

steganography. (USA Today – Terror groups) 

 This method adds an enormous complexity which is detection of the mere existence of a 

secret message. The U.S. government uses supercomputers working around the clock to only 

detect the presence of a secret message. In case of detection, one must decide how to react. If one 

has truly intercepted a message, then is it worth taking the time to decrypt the secret portion of the 

message? In a “passive attack” scenario, one could allow the message to be delivered(if in transit) 

but make a copy of the stego message for later forensic steganalysis. An “active attack” represents 

either forging a new secret message, simply removing a message or tampering with a message in 

order to make it useless. Terrorist activity via steganography and encryption using the internet as 

the conduit has become a major concern in everyday life to the point where governmental agencies 

have been trying to mandate that encryption and steganography vendors supply them with a master 

key to every algorithm. This has drawn much fire from the ACLU which vows to fight them in 

federal court. (USA Today – Terror Groups) 

 Steganalysis is the process of analyzing various media such as digital photos, video, audio, 

and other file formats in order to find the existence of a secret message or watermark and respond 

appropriately to the find. The ethical nature of the “appropriate” response may be debated but we 
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are concerned with the technology. A steganalysis “attack” represents the technique with which 

the steganalyst attempts to recover, modify, or remove a stego message. There exit 5 steganalysis 

attacks which are incidentally derived from 4 cryptanalysis techniques: stego-only, known-cover, 

known message, chosen stego, and chosen message. In the stego-only method the steganalyst only 

has available the stego medium or the finished stego product. This is by far the most difficult attack 

approach since there is no starting point from which to start extracting the hidden message. So 

typically the steganalyst will scan by steganalysis algorithm type first. For example, if the 

LSB(least significant bit) patterns for every pixel byte shows a recurring pattern, it may be 

deduced that the hidden message is a watermark. When the original cover data and the stego 

message are both available this is called the “known-cover attack”. This data can be manipulated 

to find the difference in bit pattern between both sets of data. At this stage in this type of attack, the 

steganalyst may be left with a bit pattern which represents ASCII cleartext(non-encrypted ASCII 

text), in which case the attack was completely successful in recovering the message. If the message 

was encrypted prior to the stego process the extracted message would need to be run through 

cryptanalysis tools to be deciphered. The “known message attack” assumes either a part of or the 

entire hidden message is available to the steganalyst. An efficient approach is to begin in parallel 

an effort to decrypt the message and an effort to detect other hidden messages based on the 

signature of the known message. The “chosen stego attack” asserts the steganography algorithm 

and the cover data are known. In this case the key, if the message is encrypted, and the hidden 

message are unknown. Again, in this case the original cover data is known which allows the 

steganalyst to generate the data delta(difference) between the stego message and the original cover 

data and run the resulting data through the stego decoder in case the message is cleartext. “Chosen 

message attack” refers to the steganalyst’s knowledge of the hidden message with the goal of 

effectively detecting stego messages. This attack assumes the hidden message is known but a 

community has no knowledge of which container is hiding it. In this effort the steganalyst will 

generate various stego messages using various stego algorithms in an attempt to find consistent 
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patterns and improve detection of the hidden message.(Neil Johnson, Sushil Jajodia – Steganalysis 

of Images) 

 The following photos(end of paper) are the result of the steganography process in cleartext 

mode(non-encrypted) and satisfy the formula S(C,M)=Ms where S is the steganography algorithm, 

C is the cover data, M is the secret message and Ms is the stego message. Figure 1C is the original 

cover data of 35kbytes which was used to hide the 28 bytes text “Steganography is way cool!!!”, 

resulting in figure 1Ms . One notices no perceivable difference between 1C and 1Ms because the 

size of the hidden message is so negligible compared to the cover data. Figure 1C is then used as 

the cover data for figure 4M of a size of 2kbytes. We now notice a lightening of the overall original 

image as a result of hiding another image totaling 5.7% the size of the cover data. Steganographic 

theory has now been confirmed that in most cases hiding an image within another image reduces 

the contrast from the original cover data and creates a gradual transition in pixel color. (Neil 

Johnson, Sushil Jajodia – Steganalysis of Images) 

 In this test, another stego message was attempted using the same 1C cover data of 35kbytes 

and a hidden image of 13kbytes, namely 5M . The steganographic tool never allowed the 

generation of this stego message because of C/M size ratio violations. 

 In the final analysis, we have proven, although with a very small sample size that the 

steganography community’s claim that discoloration and loss of contrast is the net effect of 

steganography is true. This paper has also visited the various angles by which steganalysis can be 

applied given certain known and unknown pieces of the steganographic process. We can now 

appreciate the complexity and completely difference methods with which to “attack” suspected or 

confirmed stego messages. On a social level, one can see the benefits of watermarking, a form of 

steganography by which industries and companies may protect intellectual knowledge. However, 

on the other extreme are terrorist groups which leverage this advanced technology to for malicious 

and evil goals. Societies and the global community will one day soon need to address the 

uncontrolled nature of steganography in order to defuse this weapon when in the wrong hands. 
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Figure 1C. Cover data is DrLunsford.jpg 36.1KB   Figure 1Ms .Stego message is  
        DrLunsford_stego.jpg 36.3KB 

Hidden message 28 bytes : “Steganography is way cool!!!” 

 

 

Figure 3Ms .Stego message is DrLunsford_avengers.jpg 39.2KB 
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Figure 4M. Hidden message avengers.jpg 2KB :  

Figure 5M. Attempted Message secbydesign.jpg 13KB:  

     


