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 As the world begins to get more technologically advanced so does the smartphone 

world. These devices can be miraculous for users and make their lives much simpler, but 

what if that same smartphone can damage you financially, physically, mentally and 

socially? Smartphone hacking is becoming more common as users begin placing more 

information and relying on their device for everyday use. Today, more than 91% of 

American adults own a cell phone and 55% of those Americans own a smartphone a 

study completed in 2013 found and by the end of the year, 2014, it is projected there will 

be 1.75 billion smartphone users globally.  

 Today the there are mainly two operating systems that dominate the smartphone 

world, Android OS and Apple iOS. Android leads the market share with 52%, while 

Apple hangs behind with 41%. Android OS is by far the most susceptible device for 

being hacked on the market today since there isn’t many regulations on the app store and 

Android OS is open-source, meaning anyone with little knowledge of coding or 

programming can create and hack into the operating system. Hacking doesn’t only refer 

to someone that knows how to write malicious programming code, instead there are 

hacks that involve social engineering that could allow the hacker access into a user’s 

device, such as the Matt Honan incident, in which hackers gained access to his email 

address and a few things about him and was able to change his passwords on his 

Amazon, Gmail, Twitter, Facebook and Apple accounts are were able to completely wipe 

everything from his iPhone, iPad and Mac. There are also hacks that involve a great deal 

of research into someone’s life that can give him or her hints for someone’s password.  

In 2012 there was a 400% increase of cyber attacks from 2011, infecting at least 

300,000 users from Android malware, which was mostly caused by Trojan SMS. The 
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way the hacker attacks the user’s device this way is by putting a malicious application 

within Google’s app store and when downloaded the app infects user’s device via a bogus 

permissions notification, which when agreed to forces the user to send SMS messages to 

a premium-rate number, in which the hacker owns and collects payment. "Without the 

user's knowledge the app will get the phone number of the device, will go to a website 

and will register it to a premium SMS service. This service requires a confirmation to be 

activated, which means it sends an SMS to that number with a PIN code," states the post 

along with, “This app waits for that specific message, once it arrives it intercepts its 

arrival, parses it, takes the PIN number and confirms your interest in the service. Then it 

removes it, no notification is shown in the terminal and the SMS is not shown anywhere. 

Again, all this is done without the user's knowledge" (V3). This attack is estimated to 

have earned the hackers between $6-$24 million alone.  

 With everyone having the best technology within arms reach of them at all times, 

it wasn’t long before companies jumped on board and begin allowing employees to 

participate in programs such as ‘bring your own device’ or BYOD. With this became a 

lot of questions and in fact since it is relatively new it still brings up questions about 

security and issues such as, what if the device gets into the wrong hands? And what steps 

can they take to stop information from getting into the wrong hands? ABI Research 

conducted a study in September of 2012 and found that smartphone usage is increasing 

17% a year and estimates that within five years 2.4 billion employees will be using 

smartphones to conduct business.  

There are three categories in which analysts divide smartphones used by 

employees: corporate liable, phones issued by business; individual liable, the employee 



4	  
[S

[SMARTPHONE	  HACKING]	  
	  
brings their own device specifically to use at work and therefore must remain responsible 

for it; and “prosumer” acquired devices, a cross between consumers and producers who 

are tech savvy and enjoy being connected to web 2.0 internet such as Facebook, Twitter, 

YouTube, blogging, etc. The biggest and most popular of these categories is prosumer 

and with estimates of 640-million employee usages by years end 2017 it will remain the 

largest in the near future because of its market to keep customers within the web 2.0 

experiences and stay connected as many Americans enjoy.  

This sounds amazing, but there are issues with BYOD like smartphone hacking, 

since everyone will be utilizing his or her device and using them constantly, many 

companies worry about management capabilities and security. Luckily, there have been 

many companies that have noticed this need and offers third party assistance in providing 

remote management for smartphone users. With this software there are legality issues and 

the courts have warned that, “From a legal standpoint, the fact that you own the device is 

irrelevant in case of litigation. To discover and preserve evidence, the court may require 

forensic review of all devices in connection with the litigation. Employees participating 

in the BYOD program may be asked to produce their personal devices for third party 

examination” (Confront).  

Apple is one of the most secured smartphone devices out in the market today, but 

it is still not protected completely from hackers. In a recent research conducted by 

Georgia Tech, they found that they could hack into and bypass the phones iOS by 

allowing a user to connect their phone to a hacked phone charger. The charger looks 

exactly the same and the user only has to plug the device in for 60 seconds. The 

researchers planted a fake application within the charger, which contains a Trojan virus, 
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and within a minute the device in hacked completely. Researchers claimed this setup cost 

them only $45 to make and only took a week to program. With this hack, the hacker can 

do anything they’d like such as, take screen shots of anything on the screen, for example, 

if you are accessing bank information then that information can be seen and caught 

immediately; this hack can also simulate button touches, send data to a remote server, 

delete the user’s legitimate Facebook application and reinstall an infected version, what 

this will do is place the app into the same location on the screen and gain all your 

information; access email and text messages, and allow hackers to place location-tracking 

tools to view your exact location. Since this vulnerability has been released there has 

been a patch for iOS, but this certainly proves that consumers are all in jeopardy no 

matter which device they own and therefore cannot take risks such as charging your 

device at mall charging stations, because they could be compromised.  

There are many ways that users can prevent being hacked and even ways that a 

user can tell if they have been compromised. Prevention is key to being hacked; first the 

user should never handout their phone number, because hackers can often access 

voicemail to gain information about the users personal life and more if there isn’t any 

personal voicemail code set. Secondly, the user should never download untrusted 

applications and in fact a study showed that one in four Android applications were rated 

“suspicious” or “questionable” last year according to Bit9. Always run antivirus software 

if you are using Android OS and never “jailbreak” or root your device, this makes the 

Operating System run at the administrator level and gives everything access to your 

device. As stated above, users should never use charging stations which are located 

within shopping malls being that they can be compromised by a hacker attempting to gain 
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information and the user should also never connect to an unsecured Wi-Fi. Hackers will 

often leave Wi-Fi unprotected around areas to gain IP addressees and mac address of the 

users phone and can then begin using online tools to hack into the device.  

Noticing odd photos within their device can exhibit to the user that they may have 

been compromised. This can be because the hacker has been looking through pictures and 

mix them up either by accident or to prank the user. If your battery does not last as long 

as it has been and seems sluggish, this could be a sign since it takes more juice to send 

data across the network and the hacker may be sending data back and forth to a third 

party server to store your information. Reoccurring charges on your billing statement can 

be a sign since hackers want to make a profit and sign the consumer up for fake charges 

that land straight into the hackers bank account.  You should always check periodically to 

reassure your anti-virus is always running, because when the hacker accesses the device 

the first thing they will do is turn off anti-virus to prevent any interruptions. Strange SMS 

messages can be a clue, since hackers can easily steal your phone number, they want to 

send you these messages in hopes of you clicking the links or replying to confirm it is a 

legitimate working number and then take control of your phone. Lastly, service 

disruptions can give it away, such as sounds coming from the device while on and off can 

be a huge hint because hackers like to play jokes on people and want to make you look 

ridiculous. This is why they play sounds when you’re on or off the phone. Also, they 

could have made a mistake and accidentally be listening in on your device and forgot to 

set their end on mute.  

In conclusion, smartphones are the way of the future and are only going to 

advance far more than we can imagine. I believe that everyone will rely on them more as 
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time flies by and technology becomes that much more advanced. This also goes to say 

that smartphone hacking is not going away and going to get more superior along with the 

technology which in turn makes consumers only that much more vulnerable to these 

attacks. If consumers are well informed about theses attacks and know steps on how to 

prevent them this will reduce a lot of intrusions in the future. We all need to stay 

informed and stay protected so that no one can hack into our privacy and our lives.  
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