<<your company name>>

Issue Specific Policy: Scanning


System Auditing
Creation Date:

December 12, 2003



Modification Date:
April 27, 2004
PURPOSE:  The intent system and network audits are to identify on a proactive basis, vulnerabilities that could lead to system operation disruptions and losses of data.

RELATED DOCUMENTATION: 

<<reference other related policies if possible>>

ISSUE:  This policy defines the requirements that need to be completed before one can perform an assessment of any <<your company name>> systems.  This includes network scans, application scans, or any other type of assessment meant to identify a weakness in the environment.   Unauthorized scans can result in security tools reporting malicious activity, vulnerabilities found in the environment may not be securely stored, and systems may fail during an audit causing downtime or slowness and impacting business.
SCOPE: This policy applies to all <<your company name>> employees globally.  

ROLES AND RESPONSIBLITIES: 
· Corporate Audit – Check for compliancy in all Global regions.

· Information Security –Create and Update policy as necessary.  Sign off approved audit request.
· Network Manager – Sign off approved system audit request.

· Technology Owners – Sign off approved system audit request.

· Application Owners – Sign off approved system audit request.

· Employees – Comply with Policy.

ACTION:  In order to minimize any impact audits may have on the business, and to ensure Information Security is aware of all audits, the following process must be followed:
Tools
· If Open Source tools are used, the integrity of the tool must be confirmed prior to the scan using a system such as an MD5 Hash from the download site to ensure integrity and help minimize the potential for malicious code from being released.

Scanning

· The Information Security Audit form must be completed prior to the assessment and must contain the four required signatures.  These forms must be kept for a 2 year cycle to be used as a reference point to demonstrate consistent weaknesses or improvements.  Additionally, help identify vulnerable systems to new threats that may occur.
· All information attained during the scan must be stored in an encrypted format or put in a protected directory not located on the network.
· Any system scanned or audited requires the system administrator to be present to help recover from any unforeseen effects caused by the scan.
· Results of the audit must be discussed with the owner of the technology audited and a determination as to whether any action to be taken is required will be submitted in writing to those responsible for the audited technology.
BENEFITS: This process will help minimize the potential of un-authorized scanning and audits that could cause downtime to critical systems or the network at <<your company name>>.  By requiring the completion of the Information Security Audit form, we will ensure that those parties responsible for the technology to be audited are aware and available to take action should something negative occur.  The audit process is meant to find vulnerabilities and give <<your company name>> the opportunity to minimize, accept or transfer the risk found.
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