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PURPOSE:  Define Bluetooth technology solutions to ensure secure communication of confidential and critical information being transported over this method of communication. 

RELATED DOCUMENTATION: <<reference other related policies if possible>>

ISSUE:  Bluetooth technology share similar risks as any other wireless technology.  Bluetooth is typically used by small devices due to its physical hardware and power requirements.  Additionally, laptops may be exposed to attackers when the user is stationary.
SCOPE: This policy covers all Bluetooth devices including Cell Phones, Personal Devices such as Palm or IPAQ, and laptops.
ROLES AND RESPONSIBLITIES:
· Corporate Audit – Check for compliancy.

· Information Security – Create and update policy as necessary.

· Desktop Administration – Ensure Antivirus and Firewall configurations (where available) are installed and working on systems that require wireless access.  

· Users – Adhere to policy.

ACTION:  Develop a written procedure to be followed when configuring and deploying Bluetooth wireless devices.  These written requirements for deploying a Bluetooth solution and will help minimize some of the risk factor of having the data sent over wireless communication devices from being compromised.

1. PIN Security – PINs must be long and random and input into the devices in ‘Out-of-band’.  This makes the PINs computationally more difficult to attempt to guess the PIN.  Entering the PIN out of band removes the opportunity for an attacker to ‘sniff’ it.  This helps mitigate the risk associated with brute force, man-in-the-middle attacks and eavesdropping

2. Do not use the Bluetooth’s device unit key as the link key to help mitigate the risk associated with eavesdropping and brute force attacks

3. Set the Bluetooth device to Non-Discoverable to help mitigate the risk associated with eavesdropping

4. Do not ‘Pair’ devices in public locations to help mitigate the risk associated with eavesdropping

5. Require application passwords such as AD for access to outlook and alike to help mitigate the risk associated with brute force, loss/theft, man-in-the-middle attacks and piconet/service mapping

6. Any lost or stolen Bluetooth devices should be wiped within 2 hours (business hours) of reporting the device missing

7. Disable services on the devices that are not needed such as “Personal Network Server”

8. Pairing of the device must be encrypted

BENEFITS: This process will help minimize the potential threat of critical and confidential data being compromised as it is transferred over a wireless network.  By following the steps above, we have mitigated much of the risk that is inherent in Bluetooth.  Using the above steps is a requirement for any <<your company’s name here>> Bluetooth Wireless project that is placed on the network or used to transmit, receive or store <<your company’s name here>> data.
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